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4.1.2 
1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirement and related test case for SCAS.
2
References

 [1]
3GPP TS 33.501 “Security architecture and procedures for 5G system”
3
Rationale

Based on the requirements in clause 13.4.1.1 of TS 33.501, this contribution proposes to add a security assurance requirements and the corresponding test cases to TS 33.512 to assure correct handling in case of the initial NAS protection, mobility, and 5G-GUTI allocation.
· Test case 1: Verification of initial NAS signalling messages failure handling

· This test case is used for initial NAS protection verification handling, to make sure that the AMF shall initiate an authentication procedure with UE while the failure happens.

· Test case 2: Bidding down prevention in Xn-handover.

· This test case is used for bidding down prevention, to make sure that the AMF can block the incorrect UE NR security capability in Xn-handover.

· Test case 3: NAS protection algorithm selection in AMF change.

· This test case is used for NAS protection algorithm selection verification while AMF change.

· Test case 4: 5G-GUTI allocation.

· This test case is to make sure that the new 5G-GUTI is allocated accordingly in these specified scenarios.

· Test case 5: Protection of 5G-GUTI allocation.

· This test case is to make sure that the NAS messages encapsulating a new 5G-GUTI shall be confidentiality and integrity protected.
4
Detailed proposal

*************** Start of 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]
3GPP TR 21.905: “Vocabulary for 3GPP Specifications”

[2]
3GPP TS 33.501 “Security architecture and procedures for 5G system”

[3]
3GPP TS 33.117 “Catalogue of general security assurance requirements”

[XX]
3GPP TS 33.116 “Security Assurance Specification (SCAS) for the MME network”

[YY]
3GPP TS 24.501 “Non-Access-Stratum (NAS) protocol for 5G System (5GS)”
*************** End of 1st Change ***************

*************** Start of 2nd Change ****************

4.2.2.1.X.1
Verification of initial NAS signalling messages failure handling
Requirement Name: Verification of initial NAS signalling messages failure handling
Requirement Reference: TBA

Requirement Description: "
 Step 2: If the AMF is not able to find the security context locally or from last visited AMF, or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. 

"
as specified in TS 33.501, clause 6.4.6.
Security Objective Reference: TBA

Test case: 

Test Name: TC_INI_NAS_VERIFICATION_FAILURE_AMF
Purpose: 

Verify that the AMF correctly handles the verification of the initial NAS signalling messages failure.

Procedure and execution steps:

Pre-Condition: 

-
UE may be simulated.
-
UE has already been registered into the network.
-
Tester has the knowledge of UE’s security context, including 5G GUTI, ngKSI, UE NR security capability, the NAS integrity algorithm and the NAS integrity protection keys.

-
Tester has access to the NAS signalling packets sent over N1 interface.
-
AMF will not trigger the authentication procedure with the UE based on the local policy.

Execution Steps: 

A.
Test Case 1
1) The tester generates an initial NAS message with modified 5G GUTI and ngKSI, and sends the initial NAS message to the AMF, where the modified 5G GUTI and ngKSI are not belonging to any registered UE in network.
2) The AMF will not be able to find the security context locally or from the last visited AMF, according to the received initial NAS message.
B. Test Case 2
1) The tester generates an initial NAS message correctly, with the modified MAC, and sends the initial NAS message to the AMF.

2) The AMF is able to find the security context locally or from last visited AMF. However, the integrity check fails.
Expected Results:

For test case 1 and 2, the AMF initiates an authentication procedure with the UE according to the TS 24.501 [YY].
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
4.2.2.Y 
Security in intra-RAT mobility

4.2.2.Y.1
Bidding down prevention in Xn-handover

Requirement Name: Bidding down prevention in Xn-handovers

Requirement Reference: TBA 

Requirement Description: "In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities received from the source gNB to the AMF. The AMF shall verify that the UE's 5G security capabilities received from the target gNB are the same as the UE's 5G security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored 5G security capabilities of the UE to the target gNB in the Path-Switch Acknowledge message. Additionally, the AMF may log the event and may take additional measures, such as raising an alarm." 
as specified in TS 33.501, clause 6.7.3.1.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_BIDDING_DOWN_XN_AMF
Purpose:

Verify that bidding down is prevented in Xn handovers.

Pre-Conditions:

Test environment with (target) gNB. gNB may be simulated. 
The AMF is configured to log the event of a UE's 5G security capabilities mismatch and take additional measures, such as raising an alarm.
Execution Steps

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.2.4.1 of TS 33.116[2].

Expected Results:

The AMF logs the event and take additional measures, such as raising an alarm.

Expected format of evidence
AMF event log.
4.2.2.Y.2 
NAS protection algorithm selection in AMF change

Requirement Name: NAS protection algorithm selection in AMF change

Requirement Reference: TBA 

Requirement Description: " If the change of the AMF at N2-Handover or mobility registration update results in the change of algorithm to be used for establishing NAS security, the target AMF shall indicate the selected algorithm to the UE as defined in Clause 6.9.2.3.3 for N2-Handover (i.e., using NAS Container) and Clause 6.9.3 for mobility registration update (i.e., using NAS SMC). The AMF shall select the NAS algorithm which has the highest priority according to the ordered lists (see sub-clause 6.7.1.1 of the present document)." 
as specified in TS 33.501, clause 6.7.1.2.

Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_NAS_ALG_AMF_CHANGE _AMF
Purpose:

Verify that NAS protection algorithms are selected correctly. 

Pre-Conditions:

Test environment with source and target AMF. Source AMF may be simulated.
Execution Steps

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.2.4.2 of TS 33.116[2].

Expected Results:

The target AMF initiates a NAS security mode command procedure and include the chosen algorithms and the UE security capabilities. 

4.2.2.Z 
5G-GUTI allocation
4.2.2.Z.1
5G-GUTI allocation
Requirement Name: 5G-GUTI allocation
Requirement Reference: TBA 

Requirement Description: " A new 5G-GUTI shall be sent to a UE only after a successful activation of NAS security. The 5G-GUTI is defined in TS 23.003 [19].

Upon receiving Registration Request message of type "initial registration" or "mobility registration update" from a UE, the AMF shall send a new 5G-GUTI to the UE during the registration procedure.

Upon receiving Registration Request message of type "periodic registration update" from a UE, the AMF should send a new 5G-GUTI to the UE during the registration procedure.
Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF shall send a new 5G-GUTI to the UE. This new 5G-GUTI shall be sent before the current NAS signalling connection is released.

NOTE 1:
It is left to implementation to re-assign 5G-GUTI more frequently than in cases mentioned above.

NOTE 2:
It is left to implementation to generate 5G-GUTI containing 5G-TMSI that uniquely identifies the UE within the AMF. 
." 
as specified in TS 33.501, clause 6.12.3.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_5G_GUTI_ALLOCATION _AMF
Purpose:

Verify that a new 5G-GUTI is allocated in these scenarios accordingly.
Pre-Conditions:

Test environment with AMF and UE. UE may be simulated. 
Tester has access to the NAS signalling packets sent over N1 interface.
Tester has the knowledge of the UE’s security context, including the old 5G-GUTI, ngKSI, UE NR security capability, NAS security context.
Execution Steps
A.  Test case 1: 

Upon receiving Registration Request message of type "initial registration" from a UE, the AMF sends a new 5G-GUTI to the UE during the registration procedure.
B.  Test case 2:

Upon receiving Registration Request message of type "periodic registration update" from a UE, the AMF sends a new 5G-GUTI to the UE during the registration procedure.
C. Test case 3:
Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF sends a new 5G-GUTI to the UE.
Expected Results:

For test case 1, 2, 3, tester retrieves a new 5G-GUTI by accessing to the NAS signalling packets sent over N1 interface during registration procedure.

The new 5G-GUTI is different from the old 5G-GUTI

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
4.2.2.Z.2
Protection of 5G-GUTI allocation
Requirement Name: Protection of 5G-GUTI allocation
Requirement Reference: TBA 

Requirement Description: "A new 5G-GUTI shall be sent to a UE only after a successful activation of NAS security. The 5G-GUTI is defined in TS 23.003 [19].
…

Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF shall send a new 5G-GUTI to the UE. This new 5G-GUTI shall be sent before the current NAS signalling connection is released.

" 
as specified in TS 33.501, clause 6.12.3.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_PROTECTION_5G_GUTI_ALLOCATION _AMF
Purpose:

Verify that a new 5G-GUTI is confidentiality and integrity protected using NAS security while allocation.
Pre-Conditions:

Test environment with AMF and UE. UE may be simulated. 
Tester has access to the NAS signalling packets sent over N1 interface.
Tester has the knowledge of the UE’s security context, including the old 5G-GUTI, ngKSI, UE NR security capability, NAS security context.
Execution Steps
A.  Test case 1: 

Upon receiving Registration Request message of type "initial registration" from a UE, the AMF sends a new 5G-GUTI to the UE during the registration procedure.
B.  Test case 2:

Upon receiving Registration Request message of type "periodic registration update" from a UE, the AMF sends a new 5G-GUTI to the UE during the registration procedure.
C. Test case 3:
Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF sends a new 5G-GUTI to the UE.
Expected Results:

For test case 1, 2, 3, the NAS message encapsulating the new 5G-GUTI is confidentiality and integrity protected by the NAS security context.

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*************** End of 2nd Change ****************
